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Introduction

This document outlines the configuration process on both the Bluesocket's BlueSecure wireless
controller and the Amigopod appliance to create a fully integrated Visitor Management solution.
The solution leverages the captive portal functionality built into the Bluesocket software image.

The Captive portal functionality allows a wireless client to authenticate using a web-based
portal. Captive portals are typically used in public access wireless hotspots or for hotel in-room
Internet access. After a client associates to the wireless network, their device is assigned an IP
address. The client must start a web browser and pass an authentication check before access
to the network is granted.

Captive portal authentication is the simplest form of authentication to use and requires no
software installation or configuration on the client. The username/password exchange is
encrypted using standard SSL encryption.

However, portal authentication does not provide any form of encryption beyond the
authentication process; to ensure privacy of client data, some form of link-layer encryption (such
as WEP or WPA-PSK) should be used when sensitive data will be sent over the wireless
network.

Amigopod extends the standard Bluesocket captive portal functionality by providing many
advanced features such as a fully branded user interface, SMS integration for delivery of
receipts, bulk upload of visitors for conference management, self provisioning of users for public
space environments to name a few.
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Test Environment

The test environment referenced throughout this integration guide is based on BSC-1200
controller. Although BSC-1200 is only one of its many hardware platform, the testing and
therefore this procedure is valid for all hardware variants from Bluesocket in its BlueSecure
Controller platform.

The following table shows the software versions used during the integration testing. This
document will be updated in the future if changes in either Amigopod or Bluesocket subsequent
releases affect the stability of this integration. It is advised that the customer always check for
the latest integration guide available from either Amigopod or Bluesocket.

Amigopod Configuration

The following table reviews the IP Addressing used in the test environment but this would be
replaced with the site specific details of each customer deployment:

Dated Tested: July 2009

Amigopod Version: Kernel->2.0, Radius Services> 2.0
Plugins Required: Standard build only

Bluesocket Version: 6.4

Integration: HTTP Captive Portal

Bluesocket Configuration

The following table reviews the IP Addressing used in the test environment but this would be
replaced with the site specific details of each customer deployment:

Bluesocket IP Address 192.168.160.118 (Protected Interface)
Internet Gateway Address 192.168.160.1
Amigopod IP Address 192.168.160.5
Amigopod RADIUS port Auth 1812 Acc 1813 (default settings)

Note: Amigopod VMA LAN interface and the Bluesocket controller’s Protected Interface were
placed into the same subnet.
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Integration

Although the Bluesocket supports both internal and external captive portal functionality, this
integration guide will focus on the later as the internal captive portal dictates the use of the
internal login page resident on the controller itself. The login page is very basic and doesn't
allow for significant customization as is possible with the Amigopod Web Logins feature.

Note: Bluesocket does allow for fully customized captive portal pages but this process requires
a significant amount of web design experience to produce a professional result. One of
amigopod’s strongest selling points is the Skin Plugin technology where the presentation of the
user interface is separated from the mechanics of the underlying application. This allows
Amigopod to supply end users with a ready branded Skin for all Amigopod interaction (both
Visitor and Administrators) for a small nominal fee at time of purchase.

The integration will also leverage the Bluesocket’s ability to define and reference external
RADIUS servers for the authentication and accounting of visitor accounts. In the standalone
Bluesocket Guest provisioning solution the local database in each controller is used to store
user credentials, limiting the solution to the scope of the local deployment. With the introduction
of amigopod, all visitor accounts are created, authenticated and accounted for on the Amigopod
internal RADIUS Server.
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Bluesocket Configuration
Step 1 - Create New Wired and/or Wireless VLAN (Optional)

A new VLAN can to be created to bind to the new Wireless LAN that will be used for the guest
users. From the Controller 2Interfaces screen, click on the create button and enter the new
VLAN ID and name you wish to use and then click the save button.

Note: This is creation of a Managed-side VLAN interface.

This step is considered optional as depending on the complexity of the site deployment, the
administrator may simply decide associated the new Wireless LAN with the default
Management interface and all wireless traffic will be forwarded onto this LAN. The network
design of each site will dictate whether a new VLAN is required for separation of traffic.

Please refer to the BSC administration guide for detailed steps in creating managed-side VLAN
interface.

Create a Managed VLAN Create a Managed VLAN
{ Back [ Reset ] N sove ] s A A ] ' Complete thiz form to create ane or more virtual LANS on

the managed side of your netwark.

Managed VLAN Settings
Enable

Name

VLA ID.

8 155
Interface Settings
[ enable DHCP relay?

For DHCP addresses on user connactions

IF address

Uszian addrass in'tha range 10,0,0.0 to 10,255,255.255 or 192,168,0.0 to 192.168,255.255 as these ara not acsigned addrasses and ara not ralited by tha Internat,
s

2552552550 | seensbverke..

Run BHCP Server

NAT the addresses to the protected interface address
[ enable multicast for this interface

[ Force prowy ARP for this interface

[ strict MAC enforcement of fixed [P addresses

Fixed IP address assignments

MAC address 1P address Host name Role Row Management...
| - Authenticate - % |
- Authenticats - (% e
- Authenticate - ¥ v
-Authenticate- ¥ v
Auhenticate- M| ¥

1P Range assignments

Start IP address End IP address  Rale __Row Management...
|- Authenticats - 5| |
Lautnenteate- [ ¥

Default Role

Role

- Authenticats- %

Display

Custom User Login
|Default ¥

[ Back I[ Resst J;_[kSave I[ Save and create ancther ] ‘

Click the Save button to save the changes.
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Step 2 - Create RADIUS Accounting Server

In order for the Bluesocket to successfully send accounting data associated with traffic being
generated by the guest users, accounting server must be created on the controller. From the
User Authentication 2Accounting Servers 2Create 2External RADIUS Accounting Server menu
option in the top right corner, please create a new accounting server.

Enter the IP Address of your Amigopod deployment in the Server Address field. This can be
found on the console of the booted Amigopod software. There is no need to change the default
RADIUS Port Number as this is the default port used by amigopod.

bluesocket &

Status EEEUEUE Sl Liser Roles Vol

Edit the RADIUS Accounting server Edit the RADIUS Accounting server

{ Back - ]-.[.-Heset ]I .De1ete 1{ _.Sa\,.e ] i Complete this form to edit the RADIUS sccounting server

cenfiguration.

Enable server
HNamea Create 2 Remote authentication dizl-in user service (RADIUS)

|.5\migo|ju'dblue1'|8ﬁccour¢ing | accounting server to recerd network activity and statistics including
iAo Sreriiy I earrar .
Accounting server settings

tracking user legins.

Server address Bort

= nE o TR1T 7 T = T
[T B | ssrens. [1ET3 Configurations Using This Server
Tie 12 a00mmes or DhS rame o Uoe RADINS foec, =arer |
Shared secret Confirm shared secret Mame:|
LA LR L L] LA AL L]

Timeout -

[ ie e R o tl (ad

AL St e R
st e L

7 Ri:.
Intarim Accounting Records

Enable Interim Accounting Records
Update -I'nter;ual

E

Uiptate: Int=realin Micles,

Notes

TR =

[- Bacl ][ Reset. -][ Delete -.-]-.:.,-{‘.-.Sa\;e ] -

Enter and make note of the Shared Secret used for authenticating the controller to the
Amigopod RADIUS server as this will be required during the configuration of the Amigopod
software.

Click the Save button to save the changes.
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Step 3 - Create RADIUS Authentication Server

In order for the Bluesocket to successfully authenticate the guest users that will be provisioned
on the Amigopod system, a RADIUS definition needs to be defined on the BlueSecure
controller. From the User Authentication 2Authentication Servers 2Create 2External Radius
Authentication menu option in the top right corner, please create a new RADIUS authentication
server.

Enter the IP Address of your Amigopod deployment in the Server IP Address field. This can be
found on the console of the booted Amigopod software. There is no need to change the default
RADIUS Port Number as this is the default port used by amigopod.

Enter and make note of the NAS Identifier and Shared Secret used for authenticating the
controller to the Amigopod RADIUS server as this will be required during the configuration of the
Amigopod software. Also, make sure that the Enable Server check box is selected so that this
RADIUS definition can be used to authenticate the Visitor transiting through the BlueSecure
Controller.

Please select the accounting server created in step 2 of this document.

Completing the Mapping RADIUS Attribute to roles or selection of Default role is required to
complete this Bluesocket form.

Click the Save button to save the changes.
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Edit the RADIUS server

I ﬂ[ Back -ﬁ-l H&set.- [ Delete _];1 Sav&

Iz ———i =i — T

Enable server
Name

lAmigopodRadius118

hama to identify this senier

Precedence

[1 ]

The precedence thiz server has for verifying username/passwords,

RADIUS server settings

Eeryer address Port

1192.168.160.5 | e hiosts...

The IF address or BMNS name of the RADIUS server, NOTE: IP Address only ifused for WEN 2uthenticarion.

Shared secret Confirm shared secret
|.'.....l | I.'....'.

Timeout

5

Timecut in seconds for RADIUS Server Respanse.
Value must be greater than O,

MAS Identifier

arnigopedblue 113
Mam= of the NAS Identifisr attribute for RADIUS,
Leave blank e use configured hostname,

MAC integration
[ enable MAC Address Authentication

[enable ElueSocketRole Yendor Attribute
Allows a NAS serverto override the user's role, Used for BVMS Guest Managerand 3rd party MAC integration,
Accounting

Accounting server
| 4

Amigopodbluel 18 Accounting (¥
For accaunting legging with authentication.

Mapping RADIUS attributes to roles

When a uzer succez=fully authenticates against the zerver the following rules are checlkeed in numerical order.
If a rule matches then the user i= as=igned the role, and no further rule is checked:

If no rules match, the user iz assigned the default role.

if Attribute lzgic Value then Role is Row Management...

L e | | ]
- | v | . | e
3 5 4 | | .v.l
4 v | | &
s s | ¥ | e

Default role
| AMIGOPOD el

Status BUS@NIBenll LUser Foles  Woice General Wsb Logins Wireless  Networlk Mebility MatriX  Maintenance

Authentication Servers § 802.1x ienticatic . MAC Device Authentication Accounting Servers Administrative Users
Servers | Audthentication Test

_Actior:s Enabled MName Default role Type Address Precedence Accounting server

O (Al = | v [l [ A v [ ]

& W ves AmigopodRadiusIis AMIGOPOD  RADIUS  192.168.160.5 7

Check all | Clear &l [ Enable || Disable |[ Delete |

1 row download
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Step 4 - Create Custom Web Login page

Although the default web login page on the BlueSecure controller can be used, this integration
document will show steps required in creation of a new web login page.

From the Web Logins - Login Screens 2>Create >Login Screen menu option, create a new login
form. Please fill in the name field and the default setting is perfectly acceptable for rest of the
form. Please refer to the Bluesocket administration guide for details of completing this form.
Please note that | have unchecked the Allow guest logins, as it is not needed and it presents a
possible security hole.

bluesocket &

Status User Authentication Usar Roles Woice Geperal Wirelass  Metwork: MoBility Matrix  Maintsnance

Login Form | HIML Text | Redirection Hotspot Account Generaticn
0 T = = = User Login Page - Form Customization
Edit custom login - Amigopod Seif Registration
[ Back ]'-'I Feset ]"I Delete ]"1 Save ]{ Mesdt ] Complete this form to customize the appearance of the login form
= = —— = on the |eft side of the User Login Page.
Name
|Amigo|:!0d Seff Registration | Click to open a window containing the User Login Page as it is

Login options

Allcw user logins

currently defined.

D Allgw guest logins

Guest Role |C'onfiguratio ns Using This Page
Guest ~ ¥] | Interface Managed

Logout popup enabled
[Jesternal servar choice enabled

Passv}ord change choice enabled

Sazsword changes e omiy svaiabie fon bosl v,

Language change choice enablad

Lagin help butten enablad

Mlinztall ca butten enabled

Semava 1 yoi 02 not g o chais cerificats

Terms of Service URL

AR =L

| |
I Entermd, vsem will be reguired toahick L aceept o the terms,

Terms of Service text

|Iaccept teme of sarvice |
Login access

Ir__n_: sgin attem
|t R

Mumber of minutes tolwait after the maximum number of login attempts is made

[1

ok Tal
HTML Body
Titl=
! Amigopod Self Registration
Background celor

! ERpTy S v 1
17332333 | =%
=

¥
[m368e | olm

Logos
Top left logo
]

angs
e B AP T
| loginPowerblack.of (¥
Clerstin complete customization of the login screen
Login form

Click the Save button to save the changes.
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From the Web Logins 2 Login Screens menu option, edit (click on the pencil) the newly created

login form.
Status U iticati [ ol Web Logins

BBt File Uplogds

_Ar_“ticnns Mame Title Font Size Language
O | ¥ I o8 | = |
Y Default Wireless MNetwork Log In Srmall English

= £ i Amigoped Self Registration Amigopod Self Reaistration Smiall English

OJ ¥ i i Amigopod Reqgistration Amigopod Registration Srmall Englizh

Check All | Clear Al

Click on the Redirection menu option and please fill in the Base URL field and please refer to
the Bluesocket administration guide for details of completing rest of this form.

Base URL: “https://192.168.160.5/weblogin.php/2”. Please refer to Step 4 of this integration
guide under Amigopod configuration for details of the Base URL.

Note: Use of “http://192.168.160.5/weblogin.php/2” is an option as Amigopod will accept both
URLs. However “https” is preferable for security reasons.

Loegin Form HTML Text Redirection Hetspot Account Generation

Edit redirection for custom o l'mgnpmi Registration”
= User Login Page - Redirection

I Back Jj Feset L'{ Save I[Nead ]

This feature allows vou to redirect clients to an external server for

Redirect clisnts to an external URL? authentication.

Eaze URL:

ﬁ\ﬂps:a"f"l 52.168.150.5weblogin.php./2 | Comglete this form te custemize the redirection for this web login.
Redirection Parameter'Ke,ys

CIieﬁt's; Original URL Plezse ensure that the external server is reachakble from the
uesfiﬁion managed network, The axternal server must notify this contraller

.C]Jents 1D Address when login succeeds using an URL of the form mifps://BSC IF

ST Segin. pl?which form=reghesurce =CLIENT. TP&bs name=NAMES
Client's MAC Address e pesslanie PAROWORD
mac

Clizgnt's Access Point MAC Address
2

Clignt's Access Point Name

|ap_riame

. Client's Access Domt S5ID
ssid |
¥ Controller 1P Address

_Hﬂmller

Clieﬁt's Managed VLAN ID
wlan i

{ Back J'[ Hesa ] 1 Save..‘]:':[.—_Na:d l
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Click the Save button to save the changes.

Following is a screenshot of an optional Self Registration setup.
This step is identical to the above steps in creating a web login page on the BlueSecure

controller. The only difference is the Base URL.

Base UR: “Https://192.168.160.5/guest_register_1.php”. Please refer to Step 4 of this
integration guide under Amigopod configuration for details of the Base URL.

Note: Use of “Http://192.168.160.5/ guest_register_1.php” is an option as Amigopod will accept
both URLs. However, “Hitps” is preferable for security reasons.

bluesocket &

Status User Authentication User Roles Voice General

Login Form HTML Text Rediraction

Hotspot Account Generation

Edit redirection for custom login " Amigopod Self Registration™

l Back ] [’_.Heset A][ Save H Next ]

Redirect clients to an external URL?
Base URL:

|hitps: /152 168 160 5/guest _register_1.php |
Redirection Parameter Keys

Client's Crriginal URL
!destination

[l cliznt's 19 Address
IEDLII'IZ:B

Client's MAC Address
mac

Client's Becess Point MAC Address
ap
Client's Access Point Name

Client's Access Point S5ID
!iﬁld |
Controller 1P Address
controller

Client's Managed VLAN ID
|vlan |

‘[ Back J [ F-Leset][ Save ]]_ et ]

User Login Page - Redirection

This festure allows vou to redirect clients to an external server for

suthentication.
Cemplete this form te customize the redirection for this web login.

Flease enzure that the externzl =srver iz reachable from the
managed network, The externzal server must notify thiz contreller
when login succeeds using an URL of the form: kttps://ESC_IP
Alagin. pl?which_form=reghsource=CLIENT IPEbs name=NAMEL

bs password=PASSWORD

Click the Save button to save the changes.
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Step 5 - Selecting the Custom User Login for Managed Interface

Newly created Web Login screen must be selected under the Managed Interface.
This integration guide uses the physical Managed Interface as its interface for the guest subnet.
If VLAN interface is used, then the proper VLAN interface must be selected for this step.

Note: If the Default login screen is used, then this step can be skipped.

Note: If VLAN Managed interface is in use (an optional step unique to each customer’s
environment), then this step must be for such VLAN Managed interface.

From the Network 2 Managed menu option, scroll down the bottom to the Display section of the
form. Under Custom User Login pull down menu, select the newly created login form.

bluesocket &

Interface DHCP Server Ons-to-One NAT
Edit Managed interface (eth1) Edit Managed interface (eth1)
[ Back H_ Fesat ][ S ] I Next ] Complete this form to configure the BSC to communicate with the
= = : T manzged (i.e., wirelesz) side of your network,

[ enable pHCP ralay?

Sar ORCE sGfrmazes & =ztons The managed side of your network includes all wireless and wired
IP =ddress

clignts attempting to access resources on the protected side of the
network via the BSC.

192,168,255, 255 95 Theme are 1ol asvigred sdsiesses o o= not rmulled by e Intermet;

Configuring the BSC managed interface requires that you define
[¥lrun DHCR Server hovwi the BSC assigns [P addresses to virsless disnts,

[IHAT the addresses to the protected interface address
[enzble multicast for this intarface

[izores proxy ARP for this interface

[#] strict MAC enforcement of 1P addrasses

¥ou can use both dynamic (viz DHOR) and fixed IP addressing for
vireless clients. The addressing methods are not mutually

exclusive,

Current Status
MAC Address 00:19:32:02:B0:2A

Fixed IP address assignments

Linke up

MAC address 10 address Host name fole Row Management... 10 Addrss 182.168.170.1
- Autherticate - > b Hetmaskc 255.255.255.0
- Authenticate - i e Broadeast  192:188.170.255
|- Autherticate - ~ » Duples Full
- Autherticate - v | Speed 1000 Mbps
- Aitherticate - e v| PoE Status Unpoverad

IP Range assignments

Start IP address  End IP address  Rols Row Management...

| |- Authenticate - | |

| ‘ - Authenticats - | |

Nota: Thise rangeswill be sxciut=d from your DHCP Seope.

Default Role

Role

[Unwegistersd (]

[ignors link dovm seror an this intarfsce

CPask B i 571 BSAP sie Sorneited 10 protectad interfass

Port settings

i 2 3 4

Speed Ao | [Auto ] [Ado pe|  [Auto

Duplex Auo | (Ao ] [Ado | [Auto ¥

Bower Over Ethernet | [isahled )| | Disabled v | Disabled || Disabled ]

Display

Custom Userlegin

Lﬁingopod Seff Registration o |

Notas

T

I

Click the Save button to save the changes.
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Step 6 - Configure the Un-Registered Role

NOTE: Only follow this step if the initial step of redirection to the Amigopod’s login screen is
unreachable. Step 5 “Creation of Customer Login Screen” is supposed to dynamically open the
un-registered role to the specified base URL. However, during creation and testing of this
document, it was found that manual edit of the un-registered role was required.

From the User Roles 2 Roles tab the BlueSecure controller, edit the Un-registered role’s
policies to include Service type of HTTPS. Though many options are available, Action of
“Allow”, Service of “HTTPS”, Direction of “Outgoing”, Destination to “Amigopod” Schedule of
“Any” & User Location of “Any” is recommended.

Note: Creation of “Amigopod” destination (Amigopod LAN interface’s IP address) is a required
step. Please refer to the Bluesocket Administration Guide for details in creating destination.

bluesocket =

Edit role - Un-registered

‘[ Eac.k _-] [;.Reset __]':J_.De!eee;__]"{ Save ] |

‘Conﬁguraﬂons Using This Raole

None

Un-registered - this role is assigned to all connections when they first acceszs the system
Bandwidth - Incoming Traffic (Protected->Managed)
Bandwidth sllocation

e
[Kbits/second s @iratal for rale O par user

reis will St cliects sosmes To'log o

Pririty
Ol i S i U mink [P loresniie toth por Haduien <t
DSCP Value

| Unchanged 8] (V] uieide with Hir somice satting?
Bandwidth - 0

ing Traffic (M d->Protected)
Bandwidth allocation
o

]
| %] @Brotel forrale O per user

Priarity

Ciow @medivm Origh [Floveride vith per service setting?
| Unchanged 1] (¥l ovasrrids with par servics satting?

Policies

Metwrork traffic is checked agsinst the fellowing pelicies.

If the service, direction, and destinztion match, the action is taken and checking ends.
1f fio policy matches the traffic is denied.

Palicy Action Service Direction Destination during Schedule with User Location Row Management...
1 Alow w| |DNS M| |Outgoing (M| | Aoy a L Any ) Any: Bt “
2 Alow (| |HTTPS | |Ougoing | |Amgiopod (M| |Any M Any v .
a . b . a ™ » b
4 | ) » v w » v
5 Sl bl . - v » o
s » e o 7 » o v
7 o e v ¥ e o e
8 e e ¥ » v ¥ w

Tz Sulgmirs packals Tar this rabe with this VLN i
BlueProtect Endpoint Scanning
Elt act Scanning Interval

i

1 Back ] [Reset ][Delete][Save ] I

Click the Save button to save the changes.
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Amigopod Configuration
Step1 - Create RADIUS NAS for Bluesocket

In order for the Bluesocket to authenticate users it needs to be able to communicate with the
Amigopod RADIUS instance. Back in Step 2 of the Bluesocket configuration, a RADIUS server
definition was defined. This step configures the Amigopod NAS definition for the Bluesocket.
The RADIUS key used in Step 2 needs to be configured exactly the same here for the RADIUS
transactions to be successful.

From the RADIUS Services 2Network Access Servers screen click on the Create button to add
a new NAS device. Enter the IP Address of the Bluesocket, select the NAS Type as Bluesocket
and enter the key from Step 2 in the Shared Secret field.

&@ >

AR radius network access servers

amigopod

# Home . ;. - %
- Each network access server that will use this RADIUS server for authentication or accounting purposes should be defined here.
-

= Tirme 2 o Quick Help {g} Create

B Guest Manager
Start Here | Create Network Access Server
|amigopudb|ue1‘|8 |
* Mame: & descriptive name for the netwark access server (NAS). This name is used to identify

each NAS,
T

y 192.165.160.118

* 1p Address: | | _
The IP address or hostname of the network access server

: 7 Blussockat v|
* NAS Type: |
® Hotspot Manager i Select the type of NAS.

* Shared Secret: |"""" |

The sharad secret used by this network access server,

I
* Confirm Shared |sseseses |
Secret:  Confirm the shared secret for this network access server.,

¥ Interface

porting Manager

I arts Description:
ministrator

.
335830 2333383003230 2808080088 Z030300380841)

Enter notes or descriptive text here.

I a Create NAS Device

[ ﬁ'} RasetForm H % Cancel ]

* required fisld

Name Hostname

Comments
L ] DIUS Services ﬂg@_ = - 192.168.160.118 bluesocket
SR amigopodblue118 i o
La’ Edit &3 Delste Lhﬂ Ping
1 network access server (:’_}. Reload |2El rows per page ~|

¥ RADIUS Services

Click the Create NAS button to commit the change to the RADIUS database.
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Step 2 - Restart RADIUS Services

A restart of the RADIUS Service is required for the new NAS configuration to take affect.

Click the Restart RADIUS Server button shown below and wait a few moments for the process

to complete.

radius server control

Control the local RADIUS server using these command links.

b The RADIUS serveris currently running.

® Guest Manager A Restart RADIUS Server
= T Restart the local RADIUS server:
-
-
: jy‘) Stop RADIUS Server
£ Stop the local RADIUS server.
- ~
-
= 3 Debug RADIUS Server
— jztg Run the |ocal RADIUS server and see detailed lag output.
@ Hotspot Manager == ’(‘f

g
> RADIUS Server Time
: \ The RADIUS server time is currently; Wednesday, July 08, 2009 7:23:32 PM -0400
ey
> RADIUS Log Snapshot
@ Reporting Manager The most recent entries in the RADIUS server log file are shown below.
: o Wed Jul 8 : Ready to process regquests.
@ Administrator n: ::31 z iﬁ::ﬁ :zzi:

cutput defined
ile. Support

L exec: Wait=yes but no
Using deprecated naslist
Re ess requests.
rlm 3gl {agi):
rlm sgl {sgl)

r——

e

o

=1

R RN R R SO S S )

ISR B8R0 0Z4)

i}
i} a
g a
g a
g e}
(] 3} a
g 18 a
2 18 i
8 13 {ij odbluslld port
g 1% emigepodbluelld pert
g 181 : Ready to process reguests.
g 18 rlm =gl (=ql)
g8 18: rlm sql (agl):

WADIUS Services

MS Services »

L ]
w

to .connect ‘toamigopcd@lccalhost:5432/amigopod

Did you mean cutput=none?
r this will go away 3000.

Attenpting to cohnect to amigopod@locelhost:5432/amigopod
sql.postgresgl) loaded

!
)
at
1
)
)
)

B3R R R

i

expting t£o connect to anigopodflocalhost:S432/amigopod
ver.rlm 3gl peatgreagl (meodule rlm 3gl poatgreagl) losdsd
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Step 3 - Configure Bluesocket Web Logins Page on Amigopod

By default the Amigopod comes pre-configured with Web Login templates (RADIUS Services—>
Web Logins) for all the major wireless manufactures. The Bluesocket template can be modified
to suit the local deployment by adding custom HTML code or defined a uniqgue Amigopod skin
for each captive portal page hosted by the Amigopod install as shown below:

From the RADIUS Services ?Web Logins page select the Bluesocket Login entry and Click the
Edit button.

2% radius web logins
amigoped
@ H "
= Many NAS devices support Web-based authentication for visitors.
: By defining a web login page on the amigopod vou are able to provide a customised graphical login page for visitors accessing the network through these NAS devices.
® Guest Manager Use this list view to define new web login pages, and to make changes to existing web login pages.

!ﬁ Aruba Networks Login

Lagin page for Aniba 200/800/2400/6000 Mobility ~ amigopod Login (Default)
Controllers.

"g Bluesocket Login

Login page for Bluesocket 600/1200 Guest Login (Default)
/2100/5200/7200 BlueSecure Contrallers.

tspot Manager | [3p Edit ;_‘J Duplicate € Delete wy Test
¢ chillispot Login

Login page suitable for use with the Chillispot amigopod Login {Default)
captive portal.

rﬁ Cisco 4400 Login

- Login page for Cisco 4400 Series Wireless LAN amigopod Login (Default)
= Contraollers.
® Reporting Manager
P rﬁ Trendnet Login
Login page for Trendnet TEW-4534PB Hotspot amigopod Lagin (Default)

Access Points,

5 web logins (73 Reload [2010ws perpage v

a Create a new web login page

B RADIUS S

2% Back to main

@ RADIUS Services

R - - - R R

= User Roles
= Web Logins
@ SMS Services
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From the RADIUS Web Login page select the Skin that you would like presented as the
branding for the Captive Portal page.

radius web login

Use this farm to make changes to the RADIUS Web Login Bluesocket Login.

RADIUS Web Login Editor

® Guest Manager & Bluesocket Login
Page Name: : :
g Enter a name for this web login page.
e
s
e Description:
- . i
= Comments or descriptive text about the web login.
L 7]
F . Bluesocket =
e * vendor Settings: | ; e ) ) -
o 3 Select a predefined group of =ettings suitable for standard network configurations,
®@ Hotspot Manager
i b Address: |192168.160.118 ’ _
B¢ Enterthe IF address of the vendor's product here.
o Login Page
[ Opticne for contrelling the lock and feel of the login page.
=
- R | (Default ¥
e Choose the skin to use when this web login pags i= displayed.
L
il |Guest Login
The title to display on the web login page.
= 2 ob2
@ Administrator Please login to the network using voor amigopod
- d password.
L
-
= |,
-p
-
@ Header HTML:
-
-
- a7
@ RADIUS Services
= E
= Insert content item...
- HTML template code displayed before the login form,
> <p>
: : Contact a staff member if you are experiencing
= Web Log ) difficulity logging in.
& A g
® SMS Services
w ere

Modify the sample HTML in the Header HTML, Footer HTML and Login Message section to
customize for your local environment. Click the Save Changes button to commit the changes.
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Step 4 - Confirm External Captive Portal URL

The URL that needs to be configured in the Bluesocket External Captive Portal section covered
in Step 4 of Bluesocket configuration can be confirmed by clicking on the test button shown on
the screen below under the RADIUS Services 2 Web Logins screen:

N
2R

@ Home

i

® Gue:

2
)

-]
)

E i

@ RADIUS Services

©
R - - - R R
n

= se es
= Web Logins
@ SMS Services

radius web logins

Many NAS devices support Web-based authentication for visitors.

By defining a web login page on the amigopod vou are able to provide a customised graphical login page for visitors accessing the network through these NAS devices.

Use this list view to define new web login pages, and to make changes to existing web login pages.

!‘ﬁ Aruba Networks Login

Login page for Aruba 200/300/2400/6000 Mability
Controllers.

"g Bluesocket Login

¢ chillispot Login

captive portal.
'ﬁ Cisco 4400 Login

Controllers.
rﬁ Trendnet Login

Access Points,

5 web logins f:} Reload

Login page for Bluesocket 600/1200
/2100/5200/7200 BlueSecure Contrallers.

:3’ Edlit :‘_‘1 buplicate € Delete iy Test

amigopod Login (Default)
‘Guest Login (Default)
amigopod Login (Default)

Login page suitable for use with the Chillispo!

Login page for Cisca 4400 Series Wiraless LAN amigopod Login (Default)

Login page for Trendnet TEW-4534PB Hotspot igopod Login (Default)

\_Z-D rows per pag Bl

,1,;] Create a new web login page
W RADIUS Services

2% Back to main

\

Click on the Test button
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A Test page will be presented and the URL can be copied from the address bar:

2 amigopod :: amigopod Login - Microsoft Internet Explorer

Ele  Edit wiew Favortes Took  Help

Q- HNRABG /__“Seer:h 57 Favortes @M s £2) e 7__( SLH 3
address | €] hitps:{[172.16 1 62jweblogin phpf4 v By ik
Google [~ v]Go 4 B v % Booknarksw 36 blocked | % Check ~ |38 Translate v |y acoih - e huon| (e Sendtow () settingsv | &L -
\
174
| 4 A .
AR amigopod login
amigopod

Please login to the network using your amigopod usemame and passwaord,

amigopod Login

* Username: ||

* Passward:

* required fiald
Contact a staff member if you are experiencing difficulty logging in.

® 1 don't have an account

Note: Make note of the URL presented in the web browser after the Test button has been
clicked. This URL will be required in the configuration of the captive portal settings on the
Bluesocket, Step 4 of Bluesocket configuration. An example of the URL is shown below:

http://192.168.160.5/weblogin.php/2

https://192.168.160.5/weblogin.php/2

Please not that “Https” is recommended for security reason.
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Guest Self-Registration is also an option. Following are steps in setting up the Amigopod for

Guest Self-Registration.

Under the Guest Manager 2*Customization 2Guest Self Registration screen, open the built-in

Guest Self-Registration option and select the Duplicate.

N
A%

amigopod

ger
= St =

Customization
L s
=3

= Guest
‘Self-Registration

W Hotspot Manager

$484830 %

@ Reporting Manager

guest self-registration

Use this list view to manage the pages used for guest self-registration.

‘ o ik Healp

Register Page

'@+ Bluesocket Self-Registration
Default settings for visitor self-regiztration.

Eﬁ'Edit- & Delete EDDuplicate &€ Disable = GoTo

& guest_register

guest_register_1

" Default settmye for visitor zelf-registration,

2 items ﬁ’_} Reload

amigopod Skin

Aerohive Netwarks Skin

10 rows per page

Foe

5&3 Create new self-registration pags

@y, Back to customization

Click to Edit

s‘.;', GuestManager services

?1“%\ Back to main
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Click the Edit under the newly created Guest Self-Registration to edit.

N
A%

amigopod

Self-Registration

® Hotspot Manager

(2222222

rrace

@ Reporting Manager

43

R HBLBL00

customize guest

registration

The process for guest self-registration is shown below. Click an item to edit.

Guest Self-Registration 'Self-Registration”

s Launch this guest registration pags

J Register Page
[Abe] Titie
[be] Header

S |
Redirect
) Form
Guest [ -
[Bbe] Footer
3 &
¥

[Abe] Disabled Message

L-J Rename Page

m Advanced editor

l" Back to guest salf-registration
“%, Back to customization

&';, GuestManager services

}‘;\ Back to main

L

(I_) Master Enable

% Define Fields
#

User Database

‘J Receipt Page

Title

Submiit

R Choose Skin

Submit

B

Title

i Login
[:] Massage
|

Redirect

RS

i :‘:} Login Celay

Administrator

& NAS Vendor Settings
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Click on the Master Enable and check the Enable guest self-registration option.

o=

@ Guest Manager

4

EXERERE

= Guest
Self-Registration

® Hotspot Manager

]
R NI E-NEERERE R

Use this form to make changes to the guest self-registration instance Bluesocket Self-Registration.

f Back to guest self-registration editor

Customize Guest Registration

Basic Properties
Options contrelling basic operation of guest self-registration.

* Mame:

Description:

Enabled:

* Register Page:

* User Database:

* gkin:

IBIuesocketSeh‘-Registratfon
Enter'a name to identify the guest self-registration instance, This is visible only to administrators.

Default sectings for vizitor self-registration.

Enter comments about this instance of guest self-registration, This i vizible only to administrators,

Enable guest self-registration

|guest_register_'1
Enter the base page name for the guest registration page.

y‘ Local RADIUS Server
Self provisioned visitor accounts are created using this service handler.

|amigopod Skin v

Choose the =kin for the self-registration pages,

B Save Changes

* required field

‘J- Back to guest self-registration

% Back to customization

a:';_ GuestManmager services

Note: When using the duplicate feature, the name of the newly create login will be “Copy of
XXX". Itis preferable (not required) to rename the field to meet your naming convention.

Click Save Changes to save configuration.
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Click on the NAS Vendor Settings and check the Enable automatic guest login to a Network

Access Server. Then, Select Bluesocket under Vendor Settings pull down menu and type in the
IP address of the BlueSecure controller.

Ny
AR

& Home

o
=3
= i

B Guest Manager

S48

Customization
=t
a
= Guest

Self-Registration

# Hotspot Manager
b i :

AL

customize guest registration

Use this form to make chanages to the guest self-registration instance Bluesocket Self-Registration.

4w Back to guest self-registration editor

Customize Guest Registration

NAS Login
Cpticns controlling automatic login to N&S for =elf-registered guests,

Enabled: ¥} Enable automatic guest login to a Network Access Server

: : Bl ket L4
* wendor Settings: [ DHHESOEREL |

Select 3 predefined group of settings suitable for standard network configurations.

[192.168.160.118

Enter the 1P addreszs of the vendor's product here.

IP Address:

B Save Changes

¥ required field

‘-" Back to guest self-registration
“&, Back to customization

aﬁ, GuestManager services

A% Back to main

Click Save Changes to save configuration.
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The URL that needs to be configured in the Bluesocket External Captive Portal section covered
in Step 4 of Bluesocket configuration can be confirmed by clicking on the Launch this guest
registration page from the main Customize Guest Self-Registration page.

Ny
AR

W Home

= i ne
@ Guest Manager

4

 EZRZE R 2

Customization
=

= Guest
Self-Registration

B Hotspot Manager

a porting Manager

ministrator

®
$3Z 807800005018

@ RADIUS Services

A2 AR R EREE S

customize guest registration

The process for guest self-registration is shown below. Click an item to edit.
Guest Self-Registration 'Self-Registration”

’ Launch this guest registration page

R (l_) Master Enable

% Define Fields

ﬁ J Receipt Page
Submit

| Register Page

| Title [ABe| Title
VAT R e 4 U;er Databage
Hzadar l
eadar = | 7 -
N o Form | Title
Redirect Submit e
orf = Login
Guest Actions [&ﬂ Message
[be] Footer Footer l
; ) Redirect

K Choose Skin
= | m

g ¥ “‘_} Login Delay
/ |- P— -
. o' NAS Vendar Settings

dministrator

@ Disabled Messagse

J Renamie Pags

m Advanced editar

'-' Back to guest self-registration

“%, Back to customization

Click on this link to open the self-registration page

a:"._ GuestManagar services

3¢ Back ta main
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A Test page will be presented and the URL can be copied from the address bar:

2 amigopod :: Guest Registration - Mozilla Firefox

File Edit Wiew Higtory Bookmarks Tools Help

= € X @&y ([ [nttp:/192.168. 160, 5iquest register_1.php

| ﬁ RolesiRoles - Edit: Unregistered | 132, ﬂ amigopod 1+ Customize Guest Re,g_isiraﬁ...i____f | |j amigopod : Guest Registration ﬁ |

%M a -
AR guest registration

amigopod

Guest Self-Registration

Please register to access the network.

| Visitor Registration

* Your Name: |
Please enter: your full name.

* Email Address: I " . )
Flease enter vour email address. This will become your username to log into the network.

* Confirm: [ I accept the terms of use

« Register

* reguired field

Note: Make note of the URL presented in the web browser after the Test button has been
clicked. This URL will be required in the configuration of the captive portal settings on the
Bluesocket, Step 4 of Bluesocket configuration. An example of the URL is shown below:

http://192.168.160.5/quest register 1.php

https://192.168.160.5/quest reqister 1.php

Please not that “Https” is recommended for security reason.
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Step 5 - Create a User account

Within the Amigopod RADIUS Server a test user account can be created using the Amigopod

Guest Manager. From the Guest Manager menu, select the Create New Guest Account option.
Enter the test user details as detailed on the form below and click the Create Account button to
save the new test user account.

N
AR

amigopod

= Tim =
@ Guest Manager

Accounts

@ Hotspot Manager

2B RIRINENGNY

L]
i)

@ Administrator

#5533§S§_§3

porting Manager

guestmanager accounts

The following table shows the guest accounts that have been created. Click an account to modify it.

o Quick Help

‘{s Greake

MNew guest account being created by admin.

e

* Sponsor's Name:

* visitor's Name:

* Company Name:

* Email Address:

* Account Expiry:

* Account Role:

¥isitor Password:

* Terms of Use:

‘New Visitor Account

T ; ¥
|admin |

MName of the per=on spansoring this guest account.

|skim ‘
Mame of the visitor,

|amigop0d \
Company name of the wisitor.

|skim@amigopcd.c0m ‘

The visitar's email address, This will became their username to log into the network,

|‘I day I~

Amount of time before this wsitor account will expire.

Rale to assign to this visitor account.
83394838

1 am the sponsor of this guest account and accept the terms of Lise

I %:Create Account

* required fiald

Note: Make note of the randomly generated Visitor Password as this will be required during the

integration testing. If this password is proving difficult to remember during testing you can use

the List guest accounts option on the screen to then edit the account and change the password
to a more user friendly string.
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Testing the Configuration

Now that the configuration of both the Bluesocket and the Amigopod solution is complete, the
following steps can be followed to verify the setup.

Step 1 - Test the RADIUS Authentication Server on the BlueSecure

Using the Authentication Test feature, BlueSecure controller can test the validity of the RADIUS
Server configuration and connectivity.

From the User Authentication 2>Authentication Servers 2Authentication Test menu option,
please test the newly created RADIUS authentication server.

Enter the User name and Password of a user account on the Amigopod’'s RADIUS DB to tests.
Please select the proper external server (RADIUS Server created in Step 2) to test.

bluesocket &

Servers | Authentication Test

Successful authentication

skim would be assigned the 'AMIGOPOD' role.

External Authentication Test Uze thizs form to test external servers. Enter the user name, password and
[ External Authentication Test WA R A

| Submit

- Attributes and values:

User name
= "Raply-Mm=sage' =» 'Employes’,
skim ‘Tzez-Wame' =¢ ‘zkim’

Password

External server
|Amigc>|:|odF{adiu5‘I 18 ¥ |

| Your VLAN |

Click the Submit button to test the authentication server configuration.
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Step 2 - Connect to the Amigopod wired or wireless network

Using a test laptop, connect to the wired or wireless network. The screen capture below is an
example that shows the interface used on a Windows XP SP2 based laptop. Although the
process differs from laptop to laptop depending on the wired and wireless card drivers installed
and different operating systems in use, the basic premise of connecting to the unsecured Guest
network should be fundamentally the same. Refer to your laptop manufacturer's documentation
on the procedure for connecting to wireless networks if you experience basic connectivity.

" Wireless Network Connection E'

Nt T Rg Choose a wireless network

"..,; Refresh network list Click an item in the list below to connect bo & wireless network. in range or to gek mare
infarmation,
B Sebup a wirsless netwark (@) amigopod Connected 5.‘??
For & home or small office i
Unsecured wireless network l“!!
Related Tasks ({i}) L
H i ' Security-enabled wireless nstwark l“![l
1) Learn about wireless Ll YReh
nebwarking ELWOOD
()
¢ Change the order of g [I
preferred nebworks H Security-enabled wireless netwark l“!
@a Change advanced ({ }) Rusty
settings
"r" Security-enabled wireless network l“l][l
Airport
(<i:-) P
"r" Security-enabled wireless netwaork i[l[l['[l

[isconnect
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Step 3 - Confirm DHCP IP Address received

Using the Windows Command Prompt or equivalent in the chosen operating system, confirm
that a valid IP Address has been received from the DHCP server defined on the Bluesocket.

Issue the ipconfig command from the Windows Command Prompt to display the IP information

received from the DHCP process. As seen from example below, the Wireless adaptor an IP

Address of 192.168.10.253 has been received.

\WINDOWSvsystem 3 2'emd.exe

Connection—specific DHS Suffix
IP Address. . . . . 192 .168.217.1
Subnet Mask . . . . 255.255.25%5.8
Default Gateway .
Ethernet adapter Local Area Connection:
Media State . . . . . - . . . . . & Media disconnected
Ethernet adapter Wireless Network Connection:
Connection—specific DHS Suffix
IP Address. . . . . 192 .168.18.253
Subnet Mask . . . . 255.255.255.8
Default Gateway . . i Y
Ethernet adapter Wireless Hetwork Connection 6:

Media State - . . . . - . . - . . = Media disconnected

Ethernet adapter Bluetooth Hetwork:

Media State - . . . . - . . . . . Media disconnected

Note: On Mac OS X and Linux operating system variants use a Terminal window and enter the

ifconfig command to display the same information.
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Following is a screenshot of the Bluesecure controller’'s Active Connections list after the client
connects and receives an IP address.

bluesocket &

il cer Authentication

VWeb Logine  Wireless . Network  Maobiliby Matrid  Maintenance

Wioice  Gensral

Uzer Roles

Diggnostics  Manitor

Active Connections
Contained Devices

&l Connecticns | IDS | APs | REIDS |

Thiz page will refrezh in 36 =econds.
Current/

_ Actions Names Address MAC Address Eols Authentication Awverage kKbps

O | T v
forio]

i 192.168.170.254 00:12:3ffa:e2:5f Un-regdistered

Checl &l | Clear Al |Overide Role... v || apply || Logout |

1 row download

fent size @@

31
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Step 4 - Launch Web Browser and login

When the web browser on the test laptop is launched the Bluesocket will automatically capture
the session and redirect the user to the Amigopod hosted login page as shown below:

‘A amigopod :: amigopod Login - Microsoft Internet Explorer
File Edit Wiew Favortes Took  Help -

Qe - ) m Ié] ;) /fWSEarch Soraaies @hreds €2 -1 = @3 S
Address [ ] https:f172.16.1.62{weblogin. php(+ v Bl Lk
v|oo g BF v | 1% Bookmarksw Bh36 blocked | A Ched w 2] Transiate v | 8 furclih v Fl [ Sendtow () settings~ &L+

amigopod login

Flease login to the network using your amigopod username and passward.

‘amigopad Login

 Username: r‘ “

¥ password: | T

* required field

Contact a staff member if you are experiencing difficulty logging in

@1 don't have an account

Enter the test user details entered and recorded in Step 5 of the Amigopod configuration
procedure and click the Login button.

At this point the test user should be successfully authenticated and allowed to transit through
the controller and onto the Internet or Corporate network.

Note: If the web browser fails to redirect check that the DNS server configured in the DHCP
Server defined in the Bluesocket is available and successfully resolving domain names. Without
name resolution working the web browser will never attempt to connect to the website defined in
web browser home page and therefore there is no session for the Bluesocket to redirect. Other
situations that can cause issues with the captive portal include but are not limited to:

* Web browser home page set to intranet site not available in current DNS

» Proxy Server configuration in browser using non standard HTTP ports
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Following is a screenshot of the Bluesecure controller’s Active Connections list after the client
has successfully completed the login process.

bluesocket

User Authentication  User Roles Yoice General Web Logins Wireless  Network  Mobility MatriX  Maintenance

Active Connections [Jledsl

All Conriections | IDS | APs | REIDS | Contained Devices

Thiz page will refresh in 35 seconds.

Current/

_ Actions Name Address MAC Address Rale Authentication Average Kbps
O ¥ | vl A %

7] E skeim 192.168.170.254 0D0:12:3F:fare2:5f AMIGOPOD AmigopodRadiusiis 1.45/0.85
Checlc all | Clear all |Overric|e. Role.. V‘,| l Apply ][ Logout ]

1 row downlgad

ont size @ @
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Step 5 - Confirm RADIUS debug messages on amigopod

Once the test laptop has successfully authenticated and now able to browse the Internet, an
entry should appear in the RADIUS logs confirming the positive authentication of the test user —
in this example, test@acme.com.

Select the RADIUS Services 2Server Control menu option and the following screen should be
displayed showing the status of the RADIUS server and a tail of the log file, including an entry
for the positive authentication transaction.

2 amigopod :: RADIUS Server Control - Microsoft Internet Explorer. E‘@@
File Edt Yew Favorites Took Help w

@Eatk L | |ﬂ @ :;j /'T‘Searth &;:‘:\;Favuntes & [‘V.V_‘jv ,; = ‘7<| @ £l 3

Address ] hep:/f10.0.20.51 fradius_ctrl.php v B ks ” @
;%% radius server control 3

Control the local RADIUS server using these command links.

D The RADIUS server is currently running.

Restart RADIUS Server
Restart the local RADIUS server,
87

Stop RADIUS Server
Stop the local RADIUS server,

Debug RADIUS Server
e Run the local RADIUS server and see detailed log b |
5
0

output

RADIUS Server Time

The RADIUS server time is currently: Monday, 5 May 2008 11:36:18 PM

RADIUS Log Snapshot

The mast recent entries in the RADIUS server log file are shown below.

B RADIUS Services Mon May § 23:35:24 2008 : Auth: Login OF: [testBacme.com] (from client SNCWLC port 0 cli 00:13:d4:08:d3:£9)
S ——— Mon May § 23:35:00 2008 : Info: Ready to process requests.
B Sétuer Comtksl Mon May § 23:35:00 2006 : Info: rlm aql (Sql): ATEenpting to commest to amigopod@localhoat:5432/amigopod ) &
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